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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, DC 20301 -6000

August 11, 1998
COMMAND, CONTROG.
COMMUNMICATIONS, AND

INTELLIGENCE

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DIRECTOR, DEFENSE RESEARCH AND ENGINEERING
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
DIRECTOR. OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTORS OF THE DEFENSE AGENCIES

SUBJECT: Iaterim Guidance for the Department of Defense (DoD) Public Key Infrastructure
(PKD

As the U.S. military and intelligence community redefine the way in which information
will be accessed and used in the 21% cenmiry, the collective needs of the warfighter, theatre
commanders, support elements, and leaders at Defense and national levels must be addressed in
the context of Information Superiority. The DoD PKI will provide the critical underpinning of
our Information Assurance capabilities across the Department, and thus our ability to achteve
Infortnation Superiority. Our ability 1o make consistent risk management decisions, in full
consideration of the highly inlerconnected, interdependent. shared risk environment in which we
conduct our daily operations, is inextricably linked to the services provided by the DoD PKI.
Accordingly, I believe we must take an aggressive approach in establishing a PKI that meets our
requiremnents for al' © “--mation assurance services. The goal of this DoD-wide infrastructure is
1o provide general purpose PKI services, e.g., issue certificates supporting digital signature and
encryption, provide directory services, enahle the revocation of certificates, cic., to a broad range
of applications, at the levels of assurance copsistent with operational mission imperatives.

The DoD» PKI must avoid the significant duplication of ¢ffort and costs thar are incurred
by unique and non-interoperable systems, enable the outsonrcing of appropriare PKI activitics
and functions 10 achieve economies of scale, and must satisfy major program and operational
requirements. Further, the DoD PKI must support the recovery of encryption keys for
information as it traverses the network and while at rest.  Finally, the PKI must comply with and
support applicsable DoD policies.

Within the next thirnty (30) days, the Information Assurance Directorate will staff three
cxitical documents:

a. DoD X.509 Cerificate Policy

b. DoD Cerification Pracrice Statement
c. DoD Pubdlic Key Infrastructure (PKI} Roadmap
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These documents will contribute to establishing the emerprise-wide ead-state for the DoD PKI,
peovide the foundation for our PKI strategy, and ensure that, Department-wide, we are consistent
in identifying PKI assurance levels commensurate with mission objectives. They will establish
the timeline for availability of PKI capabilities and ensure that ve are able to outsource, 35
appropriatc. funcriops supparting low valuc and non-missian critical wapsactions at the eatliest
possible time. It is essential that you give these documents the widest possible dissearination.
Your comments will ensure that the DoD PKI strategy derived from this baseline meets, to the
maximmum extent possiblc, your operational mission requirements.

Until we have fully coordinared these documents and developed a Deparument-wide PKI
strategy. 0o new certificate infrastructures shall be established without prior written approval of
the DoD Chief Information Officer (CIO). Ongoing pilots may be continued but costs should be
minimized and risk management docisions shall be tharoughly reviewed by the Designated
Approviag Autharity (DAA) of the pilot to ensure that inappropriate risk to the intetcannecred
networks has not heen accepted.

Additional applications, beyond ongoing pilots, wishing to use the cusrent medivm
assurance pilot infrastructare must, prior to implementation, condnct a risk assessment
describing the services required from the infrastructure as well as the seasitivity of the
information being protecied. DISA and NSA will provide guidasce copcerning the informatian
to be included in the fisk assessment, and the DoD PKI Scuior Steering Comumittee will grant
appmalforuseofthemdwmasmcemﬁ:sum Intddxtion,thaepalntsmllhe
required to report on their “lessons leamed™ from the milot activities in support of emterprise-wide
PKI1 decisions and plans. Guidance for the data tc be reported by the pilot will be provided in the

Rosdmap document, muomd abave.

Our goal for establishing the DoD PKI Strategy and foama) release of the referenced
documents is January 15, 1999. My point of contact for this action is Richard C. Schaeffer, Ir.,
OASIDXC3D), Director, Infannation Assurance. telephone: (703) 695-8705.
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Asthur [, Moacy
Senior Clvilian



